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	ARPANSA Strategic Risk Register 2013/2014 – Reviewed June 2013

	Corporate Strategic Risks

	1
	Effects of change of government due to resulting changes in policy.
	Possible
	Major
	High
	Possible
	Major
	High
	· Awareness of policies of government and opposition

· Promote willingness to engage with ARPANSA

· Provide policy advice to the new government

· Define priorities and our position
	Reduce
	OCEO

	2
	Adequacy of advice to government needed to ensure that it is informed and prepared to deal with radiation safety matters
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Clearly defined processes and responsibilities

· Maintain inventory of briefings on current issues

· Training in Government briefing skills

· Good liaison with ministerial advisors

· Anticipate new issues
	Accept
	OCEO

	3
	Adequacy of communication management.
	Unlikely
	Major
	Moderate
	Possible
	Major
	High
	· Communication strategy/plan

· Clearly defined processes and responsibilities

· Maintain inventory of briefings on current issues

· Close liaison with government media advisors

· Anticipate news issues

· Email proposed actions to all on media circulation list
	Reduce
	OCEO

	4
	Adequacy of informing or educating the public
	Possible
	Major
	High
	Possible
	Moderate
	Moderate
	· Communication strategy/plan/campaigns

· Training

· Survey of effectiveness

· Fact sheets, brochures, web site

· Monitor for false advertising about radiation protection devices
	Accept
	OCEO

	5
	Level of commitment to risk management plans and process
	Unlikely
	Moderate
	Moderate
	Unlikely
	Moderate
	Moderate
	· Monitor progress with controls

· Regular review of risks and controls

· Ensure embedded processes
	Accept
	OCEO

	6
	Level of commitment to corporate plan and targets
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Monitor progress to targets within EG

· Active facilitation

· Revise plan/targets as required within EG
	Reduce
	OCEO

	7
	An external incident prevents business as usual
	Unlikely
	Moderate
	Moderate
	Unlikely
	Major
	Moderate
	· Revise BCP – Test and further develop

· Finalise and Implement IMP

· Link plans
	Reduce
	OCEO

	8
	Adequacy of dealing with increasingly effective interest groups
	Possible
	Major
	High
	Possible
	Major
	High
	· Facilitate increased engagement

· Deal effectively with communication

· Stakeholder identification and engagement
	Reduce
	OCEO

	9
	Ineffective embedding of project management process into Planning Framework
	Possible
	Moderate
	Moderate
	Rare
	Moderate
	Low
	· Active Facilitation

· Training

· Monitoring
	Accept
	OCEO

	10
	Lack of Prioritisation for IM Projects with ICT aspects


	Likely
	Moderate
	Moderate
	Likely
	Moderate
	Moderate
	· Project priorities will be determined by the PRB and agreed by the SMC

· The IMSC should review all ICT projects considering the higher level priorities and then set the IM priorities for ICT projects to align with the higher level priorities
	Accept
	CO

	11
	Lack of Prioritisation for ICT Systems Restart
	Likely
	Major
	High
	Likely
	Major
	High
	· BCM&DRP needs to be updated to include a table of ICT priority systems to enable the IM section to determine the order for recovery and the priority for sustainment
	Reduce
	CO

	12
	Catastrophic failure of plant 
	Possible
	Minor
	Moderate
	Possible
	Minor
	Moderate
	· Schedule and fund the replacement of plant that is approaching the end of its useful life 

· Develop a rolling 5 year CAPEX Equipment Replacement Plan
	Reduce
	CO

	13
	Inability to deal with fiscal restraint  
	Almost certain
	Major
	Extreme
	Almost certain
	Major
	Extreme
	· Link resource allocation to strategic plan imperatives

· Refine our enterprise agreement to eliminate work practices and benefits that generate negative value.

· Financial planning

· Cash management

· Workforce planning

· Cost base review

· Plan and monitor at quarterly review meetings
	Reduce
	CO

	14
	Procedural errors due to the lack of currency of CEIs and Procedural Rules
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Schedule CEIs and PRs to be redrafted

· Staff education
	Accept
	CO

	15
	Loss of Key Personnel from poor or no Workforce Planning
	Possible
	Minor
	Moderate
	Possible
	Moderate
	Moderate
	· Sections should be required to develop detailed work instructions to eliminate single points of knowledge

· Ensuring the development and sustainment of leadership capability across the Agency

· Whilst workforce planning is a shared responsibility, HR will take the lead and provide the process to facilitate this planning at the  Branch and Office level
	Reduce
	CO

	16
	Adequacy of records management
	Possible
	Moderate
	Moderate
	Likely
	Moderate
	High
	· Develop record keeping strategic plan

· Monitor compliance with TRIM administration

· Develop business processes that fit within an e-records strategy

· Include requirements in general staff training
	Reduce
	CO

	17
	Non-compliance with Fraud Control Plan
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Implement and monitor compliance with plan in activities of Commercial Services, ICT Systems, Payroll and Human Resource Management, Contract and Procurement Management and Travel Management
	Reduce
	CO

	18
	Legal advice resulting in harm to the agency
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Maintain legal skills in LO

· Maintain process to ensure early engagement of LO on issues

· Maintain CLE requirements

· Attending Branch/Office meetings monthly

· LO service charter

· Identify outcome sought in seeking advice

· Identify the possible means of achieving the outcome in providing the advice
	Accept/Transfer
	LO

	19
	Non-compliance with legal obligations including WH&S, Privacy, FMA, Procurement, FOI.
	Unlikely
	Major
	Moderate
	Possible
	Major
	High
	· Identify areas of risk

· Develop and implement processes

· Maintain up to date transparent inventory of legal obligations

· Training 

· Testing compliance
	Reduce
	LO
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	Branch/Office Strategic Risks

	20
	Adequacy of handling of a significant licence application
	Possible
	Major
	High
	Unlikely
	Major
	Moderate
	· Project management

· Further development of procedures – Reg. 51 Guide

· Implement IRRS recommendations

· NSC input

· Actively maintain QMS

· Appropriate staff training and awareness –expand and further develop.

· Incorporate legal advice at project initiation

· Draw on appropriate expertise across the agency
	Reduce
	OS

	21
	Quality of regulatory decision
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Actively maintain QMS

· Implement IRRS recommendations

· NSC input

· Holistic safety engagement

· Licence holder/Regulator relationship – Licence holder forums 

· Maintain regulatory skill levels – expand and further develop training
	Reduce
	OS

	22
	Adequacy of fee structure management
	Unlikely
	Major
	Moderate
	Unlikely
	Minor
	Low
	· Identify regulatory costs

· Fully review fees 

· Maintain indexation

· Maintain data to support fees
	Accept
	OS

	23
	Adequacy of contribution, commitment of RHC and delivery of projects
	Possible
	Minor
	Moderate
	Possible
	Minor
	Moderate
	· Interaction at higher level 

· Review objectives

· Workload management
	Accept
	OS

	24
	Adverse performance assessment by ANAO
	Possible
	Major
	High
	Possible
	Moderate
	Moderate
	· Timely and accurate response
	Reduce
	OS

	25
	Lack of coordination of security and safety processes
	Likely
	Minor
	Moderate
	Possible
	Minor
	Moderate
	· Measures to improve coordination
	Reduce
	OS

	26
	Public, political, safety Issue with legacy sites
	Likely
	Major
	High
	Likely
	Major
	High
	· Prepare a strategy for dealing with these
	Reduce
	OS

	27
	Incomplete ARIR
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Stakeholder consultation

· Implement strategy and plan
	Accept
	OS

	28
	Risks from review of ACDS
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Publicise review

· Online support – further development

· Engagement of public and patients

· Engagement with professions, RANZCR

· Advise DOHA including the CMO
	Reduce/Transfer
	MRS

	29
	Insufficient take up by professionals of DRL’s and surveys
	Possible
	Major
	High
	Possible
	Moderate
	Moderate
	· Proactive engagement utilising events and activities


	Reduce/Transfer
	MRS

	30
	Non-implementation of direct calibration and insufficient take up by profession.
	Unlikely
	Moderate
	Moderate
	Possible
	Minor
	Moderate
	· Good planning

· Experimental and modelling program

· Intercomparison BIPM
	Accept
	MRS

	31
	Error in radiotherapy calibration or audit

	Rare
	Moderate
	Low
	Rare
	Moderate
	Low
	· QA and quality system

· Intercomparison
	Accept
	MRS

	32
	Risk of not being prepared for next version of ACDS
	Possible
	Major
	High
	Unlikely
	Major
	Moderate
	· MOU

· COAG reporting

· ARPANSA oversight

· Horizon scanning

· Detailed planning

· Develop ARPANSA position for a model for an ongoing ACDS

· Develop ongoing staff plan.
	Reduce
	MRS

	33
	Coping with additional mass screening
	Possible
	Minor
	Moderate
	Possible
	Minor
	Moderate
	· Monitor developments in mass screening locally and internationally

· Support recognised policies
	Accept/Transfer
	MRS

	34
	Loss of NATA accreditation
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Actively maintain QMS
	Reduce
	MRS

	35
	Inability to cover other calibration techniques

(e.g. radiotherapy accident in a treatment with no Australian dosimetry standard) in scope of next ACDS phase
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Benchmark foreign standards

· Stakeholder engagement

· Interaction with KPMG for ACDS review
	Reduce
	MRS

	36
	Adequacy of management of  dose register
	Unlikely
	Major
	Moderate
	Likely
	Moderate
	High
	· Planning, documentation

· Training

· IT Support for integrity and security of data

· Stakeholder engagement

· Produce annual statistics and communicate with stakeholders
	Reduce
	RHS

	37
	Insufficient categories of workers protected by dose register.
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Stakeholder engagement

· State support

· Develop and implement staged expansion plan 

· Propose NPP

· Implement Prince2 project management
	Accept
	RHS

	38
	Adequacy of maintenance and operation of CTBT system
	Possible
	Major
	High
	Possible
	Minor
	Moderate
	· Effective succession planning

· Training to broaden expertise within RHS
	Reduce
	RHS

	39
	Lack of financial sustainability of UPF Tags


	Possible
	Major
	High
	Possible
	Moderate
	Moderate
	·  NIR Review/Project Group

· Good financial management

· Strong CO support on finance and IT

· Improve stakeholder engagement

· Review scope of activities and stakeholder requirements

· Ensure adequate resources to meet revised scope

· Strengthen management oversight
	Reduce
	RHS

	40
	Liability  due to fraudulent use of tags
	Possible
	Moderate
	Moderate
	Possible
	Moderate
	Moderate
	· Focussed Audit

· Compliance measures

· Review processes for managing liability (within NIR review)
	Accept/Transfer
	RHS

	41
	Lack of financial sustainability of PRMS
	Possible
	Major
	High
	Possible
	Major
	High
	· Good financial management

· Alternative card reading support

· Upgrade technology to ensure effective and efficient service

· Strong CO support on finance and IT

· Identify stakeholder and customer needs

· Review business processes

· Review staffing needs

· Ensure strong QA meets requirements
	Reduce
	RHS

	42
	Inability to provide  accurate/timely advice on radiation health
	Possible
	Major
	High
	Possible
	Moderate
	Moderate
	· Processes to provide accurate/timely advice

· Succession planning and maintenance of adequate pool of expertise
	Reduce
	RHS

	43
	Adequacy of radiation protection of staff
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Planning

· Training

· Succession

· Risk assessment (HIRAM)

· Maintain adequate resources and expertise and expand across agency
	Reduce
	RHS

	44
	Loss of NATA accreditation
	Unlikely
	Major
	Moderate
	Unlikely
	Major
	Moderate
	· Actively maintain QMS
	Reduce
	RHS

	45
	Ineffective IT security
	Possible
	Major
	High
	Possible
	Major
	High
	· Fully implement PSPF compliance recommendations
	Reduce
	ASG


	ARPANSA Consequence Categories

	Consequence
	Organisational
	Reputation
	Financial
	Safety
	Operations/Services

	Catastrophic
	Forced Reorganisation of >20% of Organisation
	Royal Commissions/Parliamentary Enquiries
	Unforeseen, unfunded unplanned expense > 5% of Budget
	1 Death or Multiple Life Threatening Injuries
	Core Business Functions Halted for >1 months

	Major
	Forced Reorganisation of 10% to 20% of Organisation 
	Intense public, political and media scrutiny evidenced by front page headlines and/or television coverage.
	3% to 5% of Budget
	1 Life Threatening Injury or Multiple Serious Injuries Causing Hospitalisation
	Core Business Functions Halted for >2 weeks

	Moderate
	Forced Reorganisation of 5%10of Organisation 
	Scrutiny required by external committees or ANAO
	2% to 3% of Budget
	1 Serious Injury Causing Hospitalisation or Multiple Minor Injuries (Medical Treatment but Not Hospitalisation) 
	Core Functions Halted for > 1 day or Multiple Non-Core Functions Halted for > 4 Weeks

	Minor
	Forced Reorganisation of 3% to 5% of Organisation
	Scrutiny required by internal committees or internal audit to prevent escalation
	1% to 2% of Budget
	1 Minor Injury
	Multiple Non-Core Functions Halted for More than 1 Week

	Insignificant
	Forced Reorganisation of < 3% of Organisation
	Self-improvement review required
	<1% of Budget
	Ailments Not Requiring Medical Treatment
	Non-Core Functions Halted for 1 Week


	LIKELIHOOD
	DESRIPTION

	ALMOST CERTAIN
	Has occurred on an annual basis in this Agency in the past or circumstances are in train that will cause it to happen

	LIKELY
	Has occurred in the last few years in this Agency or has occurred recently in other similar agencies or circumstances have occurred that will cause it to happen in the next few years

	POSSIBLE
	Has occurred at least once in the history of the Agency or is considered to have a 1 in a 20 chance of occurring in the short term

	UNLIKELY
	Has never occurred in this Agency but has occurred infrequently in other similar agencies or is considered to have a 1 in a 100 chance of occurring in the short term

	RARE
	Is possible but has not occurred to date in any similar agency and is considered to have very much less than a 1 in a 100 chance of occurring in the short term


	LIKELIHOOD
	CONSEQUENCE

	
	INSIGNIFICANT
	MINOR 
	MODERATE
	MAJOR
	CATASTROPHIC

	ALMOST CERTAIN
	MODERATE
	HIGH
	HIGH
	EXTREME
	EXTREME

	LIKELY
	MODERATE
	MODERATE
	HIGH
	HIGH
	EXTREME

	POSSIBLE
	LOW
	MODERATE
	MODERATE
	HIGH
	HIGH

	UNLIKELY
	LOW
	LOW
	MODERATE
	MODERATE
	HIGH

	RARE
	LOW
	LOW
	LOW
	MODERATE
	MODERATE
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