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Foreword

The management of radiation protection and nuclear safety necessitates a thorough and comprehensive
approach, where the role of the entire system is carefully considered from all perspectives. This
publication, the Regulatory Guide: Holistic Safety (2025), provides such an approach. It does so by
integrating the principles of systems-thinking and human factors to present a robust framework for holistic
safety.

Holistic safety encompasses the interplay of technical, human, and organisational factors, and recognises
the integral role of each in managing safety. This approach is crucial for addressing the complex and
dynamic nature of radiation protection and nuclear safety. By adopting a holistic safety perspective, we aim
to enhance the effectiveness of regulatory activities and promote best-practice in safety science.

ARPANSA’s history of holistic safety began with the issuing of the original Regulatory Guide: Holistic Safety
in 2012. The original guide outlined the key characteristics and attributes underpinning a holistic safety
approach. Whilst much of the original guide remains true, the progress made in safety science over the last
decade must be acknowledged. This updated guide does so by integrating the innovations made in safety
science and systems-thinking into a comprehensive framework.

This guide aims to be an enabling resource for the application of holistic safety. It offers evidence-based
and practical guidance for establishing an operational environment grounded in holistic safety. This
includes guidance on the design, development, implementation, and assessment of practices, processes,
procedures, and policies. The contents of this guide are drawn from a wide range of leading guidelines,
including those from the International Atomic Energy Agency (IAEA) and International Organization for
Standardization.
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Introduction

Citation

This publication may be cited as the Regulatory Guide: Holistic Safety (2025). This publication supersedes
the Regulatory Guide - Holistic Safety (ARPANSA-GDE-1753).

Background

Charged with the function of protecting the health and safety of people and the environment from the
harmful effects of radiation under the Australian Radiation Protection and Nuclear Safety Act 1998 (the
Act), ARPANSA adopts a holistic safety approach to the regulation of radiation protection and nuclear
safety.

A holistic safety approach considers the role of the whole system in managing safety. This includes
technical (equipment, tools, technology, etc.), human (cognition, attention, perception, etc.) and
organisational (culture, procedures, work environment, etc.) factors, as well as the interactions between
them.
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Figure 1: Holistic safety is an interaction between technical, human, and organisational factors (THOF)
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Holistic safety also takes a systems-thinking approach which
recognises that work exists within a wide system, where safety
- . . External
responsibility and influence spans multiple system levels (Salmon et
al., 2023). These levels include the work itself, the staff who
‘-q@TgT
Il

perform the work, the leaders (both middle and senior
management) who manage the work, the organisation
commissioning the work, and external stakeholders (including
regulators; Rasmussen, 1997).

Organisation

ARPANSA encourages the adoption of holistic safety principles. This
requires a comprehensive understanding of factors affecting the

safety of day-to-day work, especially those that may otherwise be
overlooked. This approach aims to prevent the decline of safety f
performance, in line with International Nuclear Safety Advisory % Frontline workers

Group (INSAG) Report 15.

Management

Development of the Guide

EU@ Work

This Guide has been developed in consultation with ARPANSA’s
international nuclear regulator counterparts, Australian regulators

in other high-risk industries, and ARPANSA licence holders. Figure 2: Information and influence
should move across all levels of a

These guidelines are consistent with the aims of: system hierarchy, and in both
directions.

e international best practice on nuclear safety, including the
International Atomic Energy Agency’s (IAEA’s) General Safety Requirements Part 2 — Leadership and
Management for Safety and IAEA working document A Harmonized Safety Culture Model

e international standards established by the International Organization of Standardization (ISO) and
Nuclear Energy Agency (NEA)

e academic publications on systems-thinking and safety science, including seminal papers on accident
precursors and accident causation models (Dekker, 2011; Hollnagel, 2010; Salmon et al., 2023;
Taylor et al., 2015).

Wherever possible, these references have been provided alongside their relevant factors within this guide.

Purpose

The purpose of this Guide is to provide ARPANSA applicants, licence holders, assessors, and inspectors an
updated framework on holistic safety in line with modern best practice. When implemented, these
guidelines should support applicants and licence holders in meeting their regulatory requirements,
including sections 53(ea), 54(ea), 57A and 60 of the Australian Radiation Protection and Nuclear Safety
Regulations 2018 (the Regulations).

A secondary objective is to provide reference to high quality standards and research to assist in the
practical application of this Guide. These resources can be used to assess systems and operations, develop
internal assessment tools, and integrate holistic safety across organisations.

Regulatory Guide — Holistic Safety
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Scope

This Guide presents a high-level overview of what should be considered when taking a holistic approach. As
a guide, the individual recommendations within this document are not regulatory requirements but instead
establish ARPANSA’s regulatory expectations for best practice and inform ARPANSA’s approach to making
licensing decisions (Act s32(3) and s33(3)).

ARPANSA is the Australian Government’s primary authority on radiation protection and nuclear safety. As
such, all factors in this Guide are considered with respect to radiation protection and nuclear safety.

Factors in this Guide may overlap with those considered by other regulators (e.g. Comcare). Licence holders
should be aware that regulators may take different approaches to these factors due to differences in
underlying legislation and jurisdiction.

A graded approach should be adopted by licence holders in the consideration and application of these
factors, where the scale of actions taken is proportional to the significance of the associated risk. Licence
holders should apply due consideration to the relevance of each factor and ensure alignment with
international best practice and other applicable documents.

How to use this Guide

How licence holders should use this Guide

This Guide is designed to be a practical and enabling resource for the application of holistic safety
throughout the work lifecycle (e.g. when designing systems, developing procedures, or conducting self-
assessments).

The Guide is divided into 4 chapters: Technical Factors, Human Factors, Organisational Factors, and
Systemic Factors. Each chapter includes a number of factor categories (e.g., Defence in Depth, Situational
Awareness, Work Environment, etc.), which each contain factors. Each factor follows a set structure:

-"- Descriptor and relevance
/\(D) Asimple explanation of the factor and how it impacts safety

Factor A
Description of factor A -"- Considerations
/\ (D) Specific aspects to consider in addressing the factor

Licence holders should demonstrate:

¢ ARC 3'- Reference table
/\ (D) Asetof related references and resources

This factor is relevant to ’ Reference

Performance Objectives and Criteria (POCs) XYZ

Licence holders are encouraged to reflect on the relevance and prevalence of each factor in their respective
work/workplace. Once relevant factors are identified, licence holders should reflect on the individual
considerations and interrogate how effectively those considerations are being addressed by their
organisation. Licence holders should also determine where improvements are required and should develop

Regulatory Guide — Holistic Safety
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specific action plans to achieve them. Reference tables should be used as additional support in developing
actions.

Where factors have been deemed less/not relevant, licence holders should justify reasons for exclusion.
Where reference tables contain a limited number of resources, this should not be interpreted as an
indication of the factor's limited relevance. Instead, it underscores the unique value of this document,
which extends beyond the scope of factors addressed by other resources. Finally, reference tables are not
exhaustive lists of related standards, codes, legislation, or best-practice.

The framework provided in this Guide should become part of a licence holder’s process for designing,
implementing and assessing holistic safety in their systems, equipment, tools, tasks and general work
environments. This Guide can also be used to inform investigations into incidents and other safety events.

Licence holders should adopt a systematic approach to the application of the factors within this framework
and understand how the factors across the 4 chapters interact across the system. When implemented
thoughtfully, selected controls and actions can be designed to support multiple factors at once.

How ARPANSA will use this Guide

This Guide is ARPANSA’s principal document on holistic safety. It will serve as the main point of reference
for ARPANSA’s regulatory approach, particularly sections 53(ea), 54(ea), 57A and 60 of the Regulations. This
includes in the assessment of licence holder submissions and in conducting inspections.

ARPANSA adopts an evidence-based approach to regulation. Any decisions made by ARPANSA will reflect
the data collected from/submitted by licence holders, in line with a graded approach. Where evidence
points to issues regarding holistic safety, this may prompt further enquiry.

Regulatory Guide — Holistic Safety
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Chapter 1: Technical factors

Technical factors are the set of technological and protective conditions that support operators in being
safe. This chapter outlines the importance of distinct technical factors and their safety relevance.

Licence holders should demonstrate a concerted effort in addressing these factors when designing and
implementing technology and related controls, including the unique interactions introduced by these
technologies.

Technical factors are relevant wherever humans interact with technology. While these factors are
particularly significant for human-operated technologies, all technology requires some degree of human
involvement and organisational support in its design, development, monitoring, maintenance, and
decommissioning. Consideration of technical factors, and their interactions with human and organisational
factors, throughout each stage will support safety for all degrees of human involvement.

Technology factors

Technology integrations in the workplace can result in unique and unexpected interactions between
systems and the people working with them. The factors in this category address the safety implications that
may arise from the intersection of technology and the way work is fundamentally performed.

Human-machine interfaces

Human-machine interfaces (HMls) are the point of interaction between a human and a machine. This
includes where the machine provides information on its status (output) and where an operator engages
with the machine (input). These interfaces can include the user interface of a computer, analogue dials,
control panels, etc. Good HMIs support users in making safe decisions by providing accurate and timely
information in an intuitive, responsive and easy-to-understand format.

Licence holders should demonstrate:

a shared understanding across the workforce of the factors that support and limit the useability
of HMls

that HMIs provide accurate and timely information and are intuitive, responsive and easy-to-
understand

application of proven and best-practice design principles that support the development of good
HMIs

consistency in the design principles of HMlIs used across the organisation
availability of training and resources for users on the use of HMls

regular review and revision of HMlIs to ensure there are adequately maintained and support the
changing needs of users

Regulatory Guide — Holistic Safety
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This factor is relevant to: Reference:

Performance Objectives and Criteria for facilities

(POC(F)) C17.3,C21.10

General Safety Requirements (GSR) Part 2 2.2b

Australian or International Standards (AUS/INT STDs) ISO 6385:2016, ISO 9241 (multiple parts)

Note: criteria listed from Performance Objectives and Criteria (facility) in reference tables may differ from
matched criteria listed in Performance Objectives and Criteria (sources). Readers will need to compare
documents to determine relevant criteria.

Automation and artificial intelligence

Integration of automation (including semi-automation) and artificial intelligence (Al) into systems involves
the transition from ‘humans as controllers’ to ‘humans as system managers’. As the complexity of
automation and algorithms grows, so too does the challenge of deciphering the system's internal logic. This
has implications for how individuals interact with systems, including how they assess risk, what decisions
they make, and what actions they take. Outcomes can be either beneficial (e.g. system efficiency) or
adverse (e.g. overconfidence in automated functions or impeded situation awareness) to safety.

Licence holders should demonstrate:

e rigorous processes for determining the appropriateness of automation/Al integration before
implementation, including understanding the purpose, opportunities, risks and potential safety
outcomes

e thorough piloting processes for verifying the use of selected automation/Al, including acceptance
testing

e routine evaluations of the effectiveness of automation/Al integrations, with action taken to
address outcomes

e clear chains-of-responsibility for automation/Al integrated systems, including operator
responsibilities, that are well understood across the workforce

e processes for managing and responding to events when automation/Al integration fails

This factor is relevant to: Reference:
GSR Part 2 4.30, 4.31,4.32
AUS/INT STDs ISO/IEC 42001:2023, ISO/IEC TR 24027:2021, Australian

Government Voluntary Al Safety Standard

Control factors

Applying control measures, in a graded approach, is crucial for protecting safety and security. The following
factor(s) address the way in which controls should be designed, selected and layered to provide maximum
safety assurances.

Regulatory Guide — Holistic Safety
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Defence in Depth

Defence in depth (DiD) refers to the deployment of successive levels of protection, and is traditionally
applied to nuclear safety. However, elements of DiD can be applied to safety generally. Specifically, DiD
seeks to:

e compensate for potential failures (technical, human or organisational)
e provide, and maintain the effectiveness of, protective barriers
e protect the public and the environment when protective barriers are ineffective.

DiD, as presented in INSAG-10, is structured in five levels. If one level fails, subsequent levels should take
effect. Importantly, conservative design, quality assurance and a mature safety culture are considered
prerequisites to the effective implementation of DiD.

Level ‘ Objective ‘ Essential means

Prevent failures and ensure that anticipated . . . .
Conservative, high quality, proven design and

1 operational occurrences/disturbances are . L .
. high quality in construction
infrequent

» Maintain the intended operational states Process control and limiting systems, other
and detect failures surveillance features and procedures

3 Protect against design-basis accidents Safety systems and accident procedures
Limit the progression and mitigate the

4 consequences of beyond-design-basis Accident management and mitigation
accidents

Mitigate the radiological consequences of

beyond-design-basis accidents Off-site emergency response

Licence holders should demonstrate:

e implementation of DiD across the facility

e that adequate action has been taken to implement the relevant levels of defence in depth

e regular evaluations of the effectiveness of protective barriers used in each successive level

e evaluation of the independence of defences to prevent cascading effects (e.g. due to tight
coupling)

e the triggering of reviews and updates of controls if a layer of defence fails

e attention to internal or external events that have the potential to adversely affect more than one
barrier at once, or to cause simultaneous failures of safety systems

e prerequisites of conservatism, quality assurance and safety culture are met

e that DiDis applied with a graded approach

e protection of safety barriers/controls themselves

This factor is relevant to: ‘ Reference:

POCs(F) C17.5, C21.9, C33.10, C34.2,C34.4, C37, C38

Other IBP IAEA: INSAG-10; GSR Part 4 Safety Assessment for Facilities and
Activities, Requirement 13; SRS No. 46

Regulatory Guide — Holistic Safety
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Chapter 2: Human factors

Human factors are the full array of complex mental, physical and psychosocial factors that contribute to an
individual’s ability to work safely. This chapter outlines the importance of distinct human factors and their
relevance to nuclear safety and radiation protection.

Licence holders should demonstrate consideration and integration of these factors when designing
equipment, tools, tasks and the general work environment. This includes understanding how people think
and feel, how they interact with each other, and the strengths and limitations of their capabilities (physical,
psychological, or otherwise). Applicants and licence holders should further consider how human factors will
interact with technical and organisational factors.

Cognitive factors

Cognitive factors relate to how individuals process information, specifically, how they think, perceive,
understand and respond to their environment. Understanding human information processing is key as this
can impact safety, both directly and indirectly.

The following factors explain the components of human information processing, their role in safety, and
the considerations necessary for managing it.

7

Situational
awareness

Cognitilve
demands

perceptions

Decision
making

Al

Action

Figure 3: Human information processing
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Situation awareness

Situation awareness refers to an individual’s ability to perceive a system’s current status, to anticipate its
future status, and to respond appropriately (Endsley, 2015). Put more simply; ‘what is happening, what
might happen next, and what can | do about it’. Good situation awareness allows individuals to respond
appropriately and rapidly to changing circumstances, thereby supporting safety.

Licence holders should demonstrate:

e ashared understanding across the workforce of the basic principles of situation awareness,
including which factors can affect it, and which can be impacted by it

e that systems, equipment, tools, tasks and the general work environment are designed to support
users in maintaining situation awareness

e training that develops competence in situation awareness, including how to build it, maintain it

and recognise when it has been degraded

This factor is relevant to: Reference:

POCs(F) 5.3, C9.5, C17.3, C21.20, C21.23

Cognitive demands

Cognitive resources like memory and attention are limited and in demand. Individuals rely on these
resources to diagnose risks and to guide decision-making. As the complexity of a task increases, so too do
cognitive demands. On either extreme, cognitive demands have considerable implications for safety.

: & Too high
Too low High cognitive demands
| I

Low cognitive demands . can impact one’s capacity
Just right enlvi

can lead to complacency, for problem-solving,

boredom, or inattention. decision-making, and

. . situational awareness.
Increasing cognitive demands

WV

Figure 4: Balancing cognitive demands is key for optimal performance

Take for example, an operator who manages a control room with fully automated systems and where
human intervention is rarely required. Over time, this operator may become inattentive, complacent or
bored. Alternatively, operating a control room where systems are frequently and simultaneously in alarm
and human intervention is frequently required may lead them to become overwhelmed, confused, or burnt
out. Both cases can have cascading implications for situation awareness, decision-making, and safety
overall.

Regulatory Guide — Holistic Safety
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When a task is novel, cognitive demands tend to be high as performance is based on the individual’s
knowledge base (as there is no past experience to draw on). Over time, as individuals become more familiar
and experienced, performance becomes more rule-based and skills-based, and cognitive demands decrease
(Embrey, 2005; Rasmussen J., 1983). If cognitive demands diminish too much, this can have negative safety
implications.

Optimising cognitive demands to align with the mental capacities of the person conducting the work, and
accounting for changes in demands over time, is key to safety performance.

Licence holders should demonstrate:

e an assessment of the type of cognitive resources in demand when designing systems, tasks,
processes, and procedures

e anassessment of the cognitive demands of work, with consideration for how both high and low
demands impact safety
e alignment of cognitive demands with the capabilities of those performing the work

e that procedural documents are prepared with consideration of cognitive demands

This factor is relevant to: ‘ Reference:

POCs(F) C9.5,C17.3,C33.7

AUS/INT STDs ISO 10075-1:2017, I1SO 10075-2:2024, 1SO 10075-3:2004
Sensory perception

Sensory perception refers to the use of senses (vision, hearing, touch, smell and taste) to perceive and
understand the physical environment. Accurate perception is necessary for making informed decisions and
taking appropriate action. Perceptual deficiencies or overstimulation (e.g. a loud working environment) can
interfere with this accuracy, thereby impacting safety.

Licence holders should demonstrate:

e consideration of human sensory perception, and its limitations, in the design of the physical
environment, systems, tasks and procedures

e assessments of the perceptual requirements of tasks and alignment of these requirements with
the capabilities of those performing the work

e controls to identify and manage factors that may impact perceptual effectiveness

This factor is relevant to: ‘ Reference:
POCs(F) C9.5,C17.3,C33.7
AUS/INT STDs AS/NZS 1269:2005, AS/NZS1680.2.4:2017

Regulatory Guide — Holistic Safety
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Decision-making

Decision-making is the process of reaching a judgement or choosing an option that meets the needs of a
given situation. This can be done casually (intuitively) or analytically (through rational and logical
evaluation) or even informed by technology (e.g. artificial intelligence).

Monitor the
_ environment

A|B

=== Deliberate

Z=|= options

|.?,| Select the
: best option

2= ) information outcomes

s=—> ) Gather and =
l:-g evaluate gc?‘_gf Monitor

Figure 5: Roadmap illustrating the journey of a good decision-maker

Decision-making, at both an individual and organisational level, should be appropriately conservative,
realistic, and proportionate to the potential risks. Taking a conservative approach, where actions are
determined to be safe before proceeding, benefits safety.

Licence holders should demonstrate:

e ashared understanding across the workforce of how decision-making can contribute to positive
and negative safety and security outcomes

e aconservative approach to decision-making

e active consideration of multiple options and justification for why one option was chosen over
others

e various decision-making tools, models and processes, and an understanding of their strengths and
weaknesses

e training programs that build competence in good decision-making

e clearly established roles, responsibilities and powers of individuals for decision-making. These
should be well-known across the workforce

e consistent, transparent and systematic decision-making processes, which prioritise safety and
security. This approach should be informed, rational, objective and prudent

e evaluations of the effectiveness of decision-making and integration of lessons learnt into the
decision-making process

This factor is relevant to: ‘ Reference:

POCs(F) C14.2,C20.13,C34.3,C39.2

GSR Part 2 3.1d, 3.3c, 4.7d, 4.9d, 4.10, 4.14, 4.17, 5.2g
HSCM DM.

Regulatory Guide — Holistic Safety
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Fitness for Duty factors

The factors within this category are those which may impact on both physical and psychological health and
wellbeing. Organisations that adopt a holistic approach to the management of these factors protect safety
outcomes by ensuring workers are fit for duty.

Stress and burnout

Stress is the high emotional arousal an individual might feel in response to a physically or cognitively
challenging event. Some stress can be beneficial and help motivate individuals to rise to the occasion. This
can support safety by promoting vigilance and other positive safety behaviour. However, stress can also
become overly taxing on an individual’s physical or mental resources or exceed their ability to cope. This
can degrade health and subsequently safety.

N -’. R
Strong 0 O
Optimal arousal and
optimal performance
(] .
E = ‘) (¢}
] ) (5
E Zz
o Increasing attention Impaired performance
h= : i
9 and interest because of strong anxiety
Weak

Low Arousal High

Figure 6: Relationship between arousal and performance

When individuals cope with stress by detaching from work, they are likely to be experiencing burnout.
Burnout is a syndrome characterised by emotional exhaustion, increased mental distance from one’s job,
and reduced feelings of personal accomplishment (World Health Organization, 2019).

Stress and burnout impact personal safety as well as one’s ability to uphold one’s safety and security
responsibilities at work.
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Licence holders should demonstrate:

robust mechanisms to identify stressors and manage their implications (realised or potential)
e design jobs and work methods to consider and mitigate potential stressors

e adequate allocation of human and technical resources to support with tasks with inherently high
demands

e methods for monitoring and managing employee stress

e increased opportunities for job control that can be availed by staff when dealing with high
demands and other stressors

e supportive work groups and team resources to share occupational demands across staff

e training and resources which support individuals to manage stress

This factor is relevant to: ‘ Reference:

POCs(F) C9.5, C17.3,C33.7

GSR Part 2 6.3

HSCM PI, WP.1

Other IBP WHO/MNH/MND/94.21
Fatigue

Fatigue is a state of tiredness or diminished functioning. Fatigue can be both mental (e.g. complex decision-
making), physical (e.g. physical exertion), or both (e.g. extended lack of sleep). Whilst individuals may be
able to work through small amounts of fatigue, chronic fatigue can have increasingly dangerous effects on
safety. The most insidious aspect of fatigue is that those who are fatigued often cannot recognise their own
fatigue and thus, may continue to operate under these conditions. This can have considerable safety
implications.

Licence holders should demonstrate:

e ashared understanding across the workforce on the basics of fatigue, its implications on safety
and security, and how to manage it

e contingency measures and staff planning arrangements to mitigate fatigue-related issues,
particularly in the case of shiftwork

e consideration of external factors which may impact upon staff fatigue, and methods for
management of them

e systems which measure, manage, monitor and report on staff fatigue. This includes peer
evaluation and notification of fatigue

e work and systems that manage fatigue as part of their inherent design

This factor is relevant to: Reference:

POCs(F) 9.5, C17.3, C21.10, C33.7
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GSR Part 2 6.3
HSCM Pl, WP.1
Psychosocial hazards

Psychosocial hazards are workplace factors which can cause psychological harm. These may arise from the
design or management of work itself, the work environment, or workplace interactions. Psychosocial
hazards can also interact to create new, changed, or more complex risks. For example, high workloads may
become more hazardous when individuals also have insufficient breaks or poor peer support. Without
intervention or controls, psychosocial hazards can impact safety (for example, by degrading decision-
making or problem-solving abilities).

Licence holders should demonstrate:

e asystematic approach to identifying reasonably foreseeable psychosocial hazards and eliminating
or minimising them

e psychosocial hazards and risk management forms part of the design of training, systems, tasks,
policies and processes and other key elements of work

e awareness and implementation of different psychosocial intervention methods, and their
effectiveness

e routine evaluations of the effectiveness of implemented controls for psychosocial hazards, and
adjustments made to ensure risks are reduced

This factor is relevant to: ‘ Reference:

POCs(F) C9.5, C17.3,C21.10

GSR Part 2 4.30,5.2d

HSCM PI, WP.1

AUS/INT STDs ISO 45003:2021

Other IBP Safe Work Australia Work-related psychological health and safety
Safe Work Australia Managing psychosocial hazards at work

Alcohol and other drugs

The effects of alcohol and other drugs (AOD) can impair one’s fitness for duty by degrading the physical and
mental functions that are critical to safety. These include:
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Figure 7: The effects of AOD

Identifying and managing staffs’ use of AOD is critical for reducing the risk of injury, harm and other
negative safety outcomes.

Licence holders should demonstrate:

e clear documentation and circulation of policies that deal constructively with AOD use and outline
the standards and expectations of staff

e assessments of factors that may contribute to AOD use (including the physical environment,
availability, stress, job characteristics and management style)

e mechanisms that address, limit, or eliminate factors that may contribute to AOD use

e established procedures for the detection, assessment and reporting of AOD use, including the use
of legal substances that can impair function or magnify the effects of AOD

This factor is relevant to: ‘ Reference:

POCs(F) C1.2,C5.4,C8.1,C8.2,C9.1

HSCM PI., RC.

Other IBP Safe Work NSW Alcohol and other drugs in the workplace

Physical ergonomics

The physical capabilities of an individual impact how they engage with equipment, tools, technology, tasks
and the general work environment. The following sections outline the interplay between physical
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capabilities and safety and specifies the considerations necessary to ensure work environments are
designed with consideration for those working within them.

Physical work environment

Physical work environment refers to the design of an individual’s and team’s workspace (e.g. desk,
workbench) and the surrounding environmental conditions (e.g. lighting, noise, cleanliness). This can
include the interactions between multiple workflows. Designing spaces to avoid unnecessary stresses and
strains (e.g. postural risks and repetitive strain), whilst maintaining useability and accessibility, can help
decrease the chance of error and enable safe practice.

\

. ‘ For example, placing a trolley close
<& > ’ to a workbench negates the need to

carry a radioactive source far, thereby
reducing the chance of drops,

damage, and radiation exposure
whilst introducing efficiencies.

i\l |

Licence holders should demonstrate:

e that the design of the physical work environment eliminates or minimises hazards or risks to
safety

e design and implementation of training, systems, tasks, policies and processes support a safe
physical work environment

e routine assessment of the physical work environment and its impact on individuals, their work
and overall outcomes

e aprocess to review and revise the physical work environment to ensure it remains optimised for
the needs of people and the organisation

This factor is relevant to: ‘ Reference:

POCs(F) C9.5,C17

GSR Part 2 2.2a,2.2b

AUS/INT STDs ISO 6385:2016, AS(/NZS) 2243
Anthropometry

Anthropometry is the measurement of the proportions, size and form of the human body, and the
application of this information to the design of workspaces and equipment. Anthropometric design helps
ensure that an individual’s full functional capacity is maintained when doing a task. For example, hazmat
suits should adequately conform to an individual’s physical dimensions, or equipment at workstations
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should be easily accessible for individuals of different heights and limb lengths. Importantly, this requires a
thorough understanding obtained via assessment of the actual user group.

Licence holders should demonstrate:

e anassessment and understanding of the user group to guide anthropometric design activities

e use of anthropometric measurement and analysis in the design of equipment, tools, technology,
tasks and the physical work environment (e.g. layout)

e use of anthropometric techniques to evaluate the appropriateness of equipment, tools,
technology, tasks and the physical work environment, and action taken to address the outcomes
of these evaluations

This factor is relevant to: ‘ Reference:

POCs(F) C9.5, C15.3,C17.2, C17.3,C19.1, C19.2

GSR Part 2 2.2a,2.2b

AUS/INT STDs ISO 6385:2016, ISO 7250-1:2017, AS 2243.1:2021

Chapter 3: Organisational factors

Organisations are complex structures, with individuals, teams and leadership working together with
equipment, systems, and technology, inside a dynamic working environment, to uphold safety. This chapter
outlines the importance of distinct organisational factors and their relevance to nuclear and radiation
safety.

Licence holders should demonstrate a concerted effort to address these factors when developing the
policies, processes, procedures and practices for their broader organisational systems. This includes
thinking and responsive planning for the long-term. Addressing organisational factors should involve the
consideration of their impacts and interactions with technical and human factors.

Workforce factors

The factors in the following section address an organisation’s ability to develop and ensure their workforce
possesses the fitness, readiness, capacity, and capability to perform their work safely, as both individuals
and as a team.

Competence and training

Competence is the collection of knowledge, skills and experience necessary for an individual to perform
their duties to a recognised standard, including those set for safety and security. Having a competent
workforce is crucial for safe operations.

Training (and assessment) is a key mechanism for ensuring that competence is achieved and maintained.
Training involves updating, developing, applying and practising knowledge and skills. Together, competency
and training help mitigate safety issues that may arise from a lack of knowledge and/or skills.
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Licence holders should demonstrate:

e acompetent workforce that ensures safety and security standards are upheld

e rigorous processes for determining the requisite competencies of safety related roles across all
levels of the organisation, including leaders

e regular assessments of the competence of individuals to work safely across all levels of the
organisation, including leaders

e that training builds competence to the required standard before any work is carried out

e that training is clearly linked to role requirements, includes learning objectives, and defines
satisfactory performance, including for leaders

e thattraining is proactive, rather than reactive, and conducted regularly to maintain competence
e that training effectiveness is measured and used to improve systems of training

e succession planning arrangements that compensate for the departure of competent staff

This factor is relevant to: ‘ Reference:

POCs(F) C12

GSR Part 2 Requirement 9

HSCM CL.

AUS/INT STDs AS/NZS 45001:2018 7.2

IBP IAEA GSR Part 1: Requirement 11

Recruitment and resourcing

Recruitment and resourcing refer to the selection and acquisition of staff, including contractors and
consultants. This requires an appropriate number of suitably qualified and experienced persons (SQEPs)
who are equipped with the resources (budget, time, training, etc.) necessary to perform their duties safely.
This includes taking a long-term view of the organisation, anticipating future needs, and planning
accordingly.

Licence holders should demonstrate:

e sufficiency in resourcing (including personnel) needed for running a safe operation

e |ong-term planning of resources important for safety, including succession plans for safety
functions or positions of expertise/leadership

e regular evaluation of current and future resource constraints, their potential impacts upon safety,
and strategies to mitigate adverse effects.

e organisational structures which appropriately place SQEPs, in a manner that positively impacts
safety and addresses resourcing constraints

e established and documented standards for the minimum level of education, experience,
knowledge and skills required for all roles in the organisation

e rigorous and robust methods for the assessment and selection of SQEPs, and validation of these
methods

T —
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This factor is relevant to: Reference:

POCs(F) C4.1,C4.2,C4.3,C12.2,C12.4

GSR Part 2 4.21,4.22,4.23,4.24,4.27

HSCM LR.1

IBP IAEA-TECDOC-1917
IAEA Competency Assessments for Nuclear Industry
Personnel.

Communication

Communication is the interdependent exchange of information between parties, through speaking, writing,
reading, listening, and remotely.

Establishing
predictable

behavioural
patterns

Gathering and
distributing
knowledge

Building
transparency

Maintaining
attention on a task

Building a
commitment
for safety

Instituting
relationships and
expectations

Figure 8: Good communication ensures a focus on safety, resulting in these outcomes

Effective communication can be a management aid for achieving shared meaning and driving safe
performance. Ineffective communication can degrade safety by increasing the frequency and severity of
errors. The effectiveness of communication depends on characteristics of the sender (e.g. clarity of
message), characteristics of the receiver (e.g. receptiveness), and noise (e.g. distractions).

Feedback

Sender /// / " \ \\\\ Receiver

Figure 9: Effective communication is key to achieving shared meaning
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Licence holders should demonstrate:

e ashared understanding of the benefits of effective communication and the risks of inadequate
communication on safety and security

e ashared understanding across the workforce of the barriers to effective communication,
including types of communication errors and how to avoid them

e free flowing information across the organisation and with regulators, that builds transparency for
internal and external stakeholders

e communication channels which facilitate flow of information upwards (from staff up to leaders),
downwards (from leaders down to staff), and sideways (between those at the same level)

e mechanisms for verifying that the message communicated has been interpreted as intended

e dedicated communication channels for contractors, with regular communication to and from
contractors

e availability of different communication methods, tools and modes of delivery, and an
understanding of the strengths and limitations of each

e established systems, processes and policies that support effective internal and external
communication

e training on the non-technical skill of communication

This factor is relevant to: Reference:

POCs(F) C5.1, C5.3, C10.4, C11.14, C12.3, C21.5
GSR Part 2 4.7a,4.7b,5.2c

HSCM co,, CL3

AUS/INT STDs AS/NZS 45001:2018 7.4

Team Dynamics

Teams are groups of individuals, guided by a leader, working interdependently towards a common goal.
The personal qualities, behaviours, styles and strategies adopted by both the individuals and the leader of a
team influence safety. Leaders set the tone for safety by influencing norms, deciding on action, and
allocating resources. This includes the leadership demonstrated by those outside of technical areas, as their
example and decisions still impact upon safety. For example, a budgetary decision made by the CFO may
apply a financial constraint that impacts the safety of work.

Groups that demonstrate good team dynamics can better adapt to adversity and solve more complex
problems, thus supporting safety.

T —
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Licence holders should demonstrate:

e systems, policies, processes and procedures that support effective leadership and teamwork
e ashared understanding across the workforce of individual and group characteristics that
influence team dynamics, including leadership

e ashared understanding across the workforce of the risks of inadequate leadership and teamwork
and the benefits of effective leadership and teamwork on safety and security

e that staff are aware of their individual role/responsibility within teams, especially leaders

e that teams work effectively without diminishing the questioning attitude of individuals

e training on the non-technical skill of leadership and teamwork

This factor is relevant to: ‘ Reference:

POCs(F) C5.3,C6.2,C12.2,C12.3,C15.4
GSR Part 2 5.23,5.2c

HSCM IR., CL.3, CL4

AUS/INT STDs AS/NZS 45001:2018 5.4

Safety culture

Safety culture is the assembly of values, attitudes, and behaviour of individuals that result in and from a
collective commitment to safety. This commitment establishes safety as the overriding priority within an
organisation [26, 47].

Leadership for safety

Leadership significantly influences the safety culture of an organisation. The more senior a leader, the
greater their influence on culture. This influence is exerted through the policies they enact, the example
they set, and the expectations they place on their staff. ‘Leadership for safety’ acknowledges the
considerable role of leaders in shaping culture and outlines the approach that should be adopted to
demonstrate that safety is the top priority.

The more senior the leader,
the bigger the shadow -
their influence on culture
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Figure 11: A visual representation illustrating the greater influence of more senior leaders in an organisation

Leadership for safety comprises:

1. commitment to safety as a value

2. responsibility and accountability

3. communication, engagement and oversight.

Commitment to safety as a value

Leaders should hold, demonstrate, and institutionalise a strong commitment to safety as a core
organisational value.

Licence holders should demonstrate:

e setting a good example for safety by role modelling safe behaviour and reinforcing safety as the
overriding priority

e commitment to ensuring safety including both proactive and reactive involvement from all levels
of leadership

e commitment to safety is reflected in all decisions, statements and actions, and not just on paper

Responsibility and accountability

It is important for leaders to understand, establish and adhere to their safety responsibilities and
accountabilities.

Licence holders should demonstrate:

e that authority, roles and responsibilities for safety are specific, well-defined and well-understood

e that ultimate responsibility and accountability for safety lies collectively with the CEO, or
equivalent, of the licence holder and the senior management team of the licence holder

e the conditions necessary for safe operation, including that resources have been appropriately
planned and dedicated, and that rewards and sanctions are appropriately distributed

e strategic, long-term alignment between organisational policies and safety goals, ensuring they are
measurable and periodically reviewed

e single points of accountability within senior leadership for each activity, group and work area

Communication, engagement and oversight

Leaders shall engage and communicate across their organisation and ensure adequate safety oversight.
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Licence holders should demonstrate:

open, candid and free flowing communication, where information is shared both vertically and
horizontally

regular communication of decisions and actions that impact on safety, and the rationale behind
them. Communication on change is particularly important

active involvement and engagement with individuals across the organisation to improve safety.
receptiveness to feedback and constructive criticism from across the organisation

visible engagement with the workforce (e.g. field presence), which includes asking questions,
reinforcing expectations and maintaining one’s own situation awareness

an environment where lessons learnt are systematically shared and integrated across the
organisation, preventing the formation of silos

that trust is cultivated across the organisation, and everyone is treated with dignity, respect and
openness

informed questioning and strong oversight on safety matters

recognition, encouragement and rewarding of behaviour that promotes safety, and coaching or
sanctioning of behaviour that may hinder safety

that an independent safety group is established, with real powers to investigate and intervene,
reporting directly to the CEO

This factor is relevant to: ‘ Reference:
POCs(F) C1.1,C1.5,C1.6,C2.1,C2.2,C2.3,C2.5,C5.1, C5.4, C8.2, C10.6, C36
GSR Part 2 Requirements 1, 2, 3,and 4

4.7,4.16,4.25,4.33,5.2a,5.2¢, 6.4, 6.5, 6.10, 6.11

HSCM

LR, DM. 3, WE.3, RC.1

Individual responsibility

All individuals have a responsibility for safety, for both themselves and others. Individuals should feel a
sense of ownership in knowing their safety responsibilities and striving to fulfil them.

Licence holders should demonstrate:

safety responsibilities and expectations for each role are specific, well-defined and well-
understood by all individuals

individuals have a strong sense of personal ownership for safety, and share learnings with others
when necessary

individuals adhere to set policies, procedures, processes and practices, particularly those relating
to safety

a culture that empowers staff to not report for duty if they believe themselves to be unfit
individuals are responsible for collaboration and transparent communication across the
organisation. This includes valuing diverse perspectives to safety and sharing safety lessons
individuals understand their expectations for the reporting of safety events and the subsequent
updating of procedures and practices
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This factor is relevant to: ‘ Reference:

POCs(F) C1.1,C1.2,C1.6,(C8.2,C21.2
GSR Part 2 3.1d, 3.2, 3.3,4.25, 4.26, 5.2b
HSCM IR. WE.2

Values and behaviour

A safe organisation will, at all levels, possess shared values and beliefs for safety. These values and beliefs
produce and inform behavioural norms, which provide appropriate attention to safety and its prioritisation
over competing goals.

Licence holders should demonstrate:

e safety is the top priority for all individuals

e safety and production are seen to go hand in hand

e respect, trust and honesty are valued and cultivated

e an understanding (especially by leadership) of the impact of incentives/KPIs on the prioritisation
of safety

e formal and informal reinforcement of safety values and behaviour

This factor is relevant to: ‘ Reference:

POCs(F) C2.2,C2.3,C8.1,C21.16
GSR Part 2 3.1,3.2b,5.1,5.2
HSCM LR.1, LR.6, WE.

Questioning attitude

A ‘questioning attitude’ is one where individuals are able and encouraged to question their work and
working environment. This requires individuals to avoid complacency, remain vigilant, and voice concern
even when the concern seems minor. This supports safety by identifying potential risks and taking action.

Licence holders should demonstrate:

e that a questioning attitude is adopted, encouraged and enabled across the organisation

e thatindividuals are encouraged and enabled to offer different perspectives regarding safety, e.g.
formal and informal systems for feedback and concerns

e thatindividuals understand the unique risks associated with their work, including potential safety
implications

e thatindividuals are enabled to stop work when uncertain of the risks, and to seek advice before
proceeding

e thatindividuals remain vigilant and avoid complacency
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This factor is relevant to: Reference:
POCs(F) C10.8

GSR Part 2 3.2¢, 5.2e
HSCM QA., RC.

Just culture and fairness

A ‘just culture’ is one that acknowledges that errors are inevitable. Errors reflect a wider system of failures
rather than a failure of the individual. A just culture balances safety and accountability (Dekker, 2007) by
fairly distributing rewards and sanctions. Individuals are encouraged to continue reporting issues, even
when linked to their own actions. This satisfies the need for accountability and provides an opportunity for
learning and improvement.

Fairness requires a consistent approach to be taken in the rewarding, sanctioning and general treatment of
all staff. This is key to building a just culture.

Licence holders should demonstrate:

e ashared understanding across the workforce of just culture and fairness, and how it impacts
safety.

e anapproach of ‘just culture’ across the organisation.

e policies upholding individuals’ rights for fair and confidential treatment, including intolerance of
harassment, intimidation, retaliation or discrimination for raising safety concerns.

e fairness in rewarding and sanctioning actions that is consistent across all individuals.

e fairness in resolving conflicts, in a timely manner

This factor is relevant to: Reference:
POCs(F) C10.3
HSCM LR.6, WE., RC.

Management systems

A comprehensive definition of management systems can be found in ARPANSA’s Regulatory Guide - Plans
and arrangements for managing safety (ARPANSA-GDE-1735). Management systems are relevant to holistic
safety due to their ability to influence an organisation’s safety culture, and for this safety culture to
influence management systems in return. Management systems are the key location of the information
required to conduct work safely.

Procedure management

Procedure management refers to the foundational role of documented procedures in supporting safety.
When properly implemented, these procedures offer a consistent, risk-assessed approach to work.
Procedures that accurately reflect work-as-done, and are adhered to, contribute meaningfully to achieving
safety objectives. Importantly, effective procedure management requires the support of underlying policies
and processes, as well as good document management practices. Good oversight over, and periodic
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updates of, documents including creation, maintenance, management, and use of documents can
safeguard against risks to safety.

Licence holders should demonstrate:

e processes and procedures, particularly those impacting safety, are well-documented, precise,
logical and readily available

e routine reviews and updates of documented processes and procedures, ensuring that they reflect
work ‘as done’ and optimise safety

e aconsultative approach to the design, development, documentation, and evaluation of processes
and procedures

e clear ownership of procedures, policies and underlying documentation

e retention of records over time to support knowledge management and operational longevity

e that risk assessments are conducted and reviewed for all procedures

e that adherence expectations are established and systems for monitoring adherence are
implemented

e that the design of processes and procedures considers the human operator undertaking each
stage of that process/procedure, including human reliability

e quality assurance measures which verify that procedures are consistent, readable, current, and
version controlled

e consideration of the interaction of a given process or procedure with another

e consideration of the information that needs to be communicated between different groups
related to processes and procedures

e that where there is deviation from procedures, the deviations are reported, risks are assessed and
procedures updated

This factor is relevant to: Reference:

ARPANS Regulations s76, s81

POCs(F) 6.2, C7,C8.3,C12.20, C17.3, C18, C19.3, C20.5, C33.1, C33.10

GSR Part 2 4.28,4.29,4.32, 6.2, 6.3, Requirement 8 and 10

HSCM WP.3

AUS/INT STDs SO 9001:2015

IBP ARPANSA Regulatory Guide - Plans and arrangements for managing
safety

Change management

Change management is the process of undertaking change in a systematic and methodical way. Good
change management maintains safety throughout all phases of the change. A typical change management
process involves the following steps:
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Identify Evaluate Develop Implement Monitor & learn
the need for change  the options to achieve  plans to implement the plan from the change
the required outcomes the change experience

Figure 10: The change management process
These steps should be followed diligently to ensure that changes have no detrimental effects on safety.

Where a change has significant implications for safety, licence holders require prior approval from the CEO
of ARPANSA under section 63 of the Regulations. Thresholds for when and how to seek approval can be
found within ARPANSA’s Requlatory Guide - When to seek approval to make a change with significant
implications for safety (ARPANSA-GDE-1751).

Licence holders should demonstrate:

e that changes are adequately justified

e that the method chosen for conducting a change is selected as the best from a range of possible
options

e asystematic, transparent and rigorous change management process, applied to all types of
change, including assessment of the cumulative impact of multiple changes. The rigour of this
process should be proportionate to the significance of the change

e aclear and well-communicated change management policy that prioritises safety

e adequate resourcing to support and manage change. This includes resourcing for retraining
where necessary

e regular reviews of change as it progresses, and action taken to address any issues identified

e the presence and use of mechanisms for communicating and capturing the outcomes of changes,
including communicating these outcomes with the regulator

This factor is relevant to: ‘ Reference:

ARPANS Regulations s61(2), 63

POCs(F) 6.3, C11

GSR Part 2 4.13

HSCM LR.4, LR.7, CL.3

IBP IAEA-TECDOC-1226
Project management

Project management is the application of knowledge, skills, tools and techniques, to plan activities that
meet the needs of a project. A project typically spans 5 phases:
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Commitment Planning Execution Control Closure

Figure 11: The typical timeline of a project

Managing safety is an integral part of project management and interacts with all phases of the project
lifecycle. Making safety considerations early in the project planning phase may offer the greatest protection
to safety outcomes.

Licence holders should demonstrate:

e projects are planned, communicated and implemented in a manner that promotes safety

e projects manage risks (both planned and unexpected), including identification, analysis, response
planning, monitoring and control

e project documents are clear on the roles and responsibilities of project team members, including
their safety responsibilities and accountabilities

e projects managed externally remain aligned with the organisation’s safety standards, and
ultimate accountability for safety remains with CEO, or equivalent, of the licence holder and the
senior management team of the licence holder

This factor is relevant to: Reference:

POCs(F) C1.1, C6.4,C8.3,C9.1

Contractor management

Calling upon the expertise of external service providers is often necessary. However, the use of contractors
(incl. consultants) can introduce safety risks when improperly managed. Having a robust contractor
management system can help mitigate these risks. This system should put in place arrangements that
specify, monitor, and manage contractors in a way that aligns with the safety standards of the organisation.

Licence holders should demonstrate:

e characteristics of an ‘intelligent customer’ in the use of contractors, ensuring the organisation is
not adversely impacted in its ability to manage safety

e acontractor management system that specifies, monitors and manages contractors according to
set safety standards

e policies, processes, procedures and practices (especially those regarding safety) extend to
contractors

e clear documentation and communication of the safety responsibilities of contractors, whilst
acknowledging that ultimate responsibility for safety is retained by the licence holder
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This factor is relevant to: ‘ Reference:
POCs(F) Cl1.4,C1.5,C1.6,C5.1,C7.3,C21.6
GSR Part 2 Requirement 11

Chapter 4: Systemic factors

This category addresses broader factors which should be integrated into all systems across an organisation.
The absence of these factors may signal an incomplete or potentially unsafe organisational system.

Resilience

Resilience refers to a set of abilities that enable a system to maintain or regain a safe and stable state.
Systems achieve this by adjusting themselves before, during or after an event, and continuing to operate
safely in both expected and unexpected conditions.

A resilient system is one which has the ability to respond, monitor, learn and anticipate (Hollnagel, 2010).
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Figure 12: The abilities which enable strong resilience
The ability to respond

The ability to respond involves taking appropriate action to maintain or regain a safe and stable system
state. This requires individuals to know what to do to adjust to both expected and unexpected conditions,
including when to enact planned actions.
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Licence holders should demonstrate:

e regular appraisals of their systems to identify potential deviations that may lead to changes to the
safety and stability of a system, including human factors

e thatindividuals are equipped with the capability to respond to any deviations (both expected and
unexpected) and to return the system to safe and stable operations

e response capabilities and readiness are maintained for both emergency and non-emergency
scenarios

The ability to monitor

The ability to monitor involves identifying and keeping track of indicators that help determine the safety
and stability of a system. This includes indicators which both positively and negatively impact upon safety.
Importantly, a long-term approach to monitoring is crucial, particularly in recognising slow, incremental
changes that could have significant safety implications over time (i.e. drift; Dekker, 2011).

Licence holders should demonstrate:

e aregularly updated and validated list of indicators relevant to monitoring the status of systems,
including human factors

e routine monitoring of indicators, ensuring they are tracked, trended, evaluated and acted upon in
a timely manner

e methods for identifying and managing factors that may impact the fitness for duty of the
workforce

e active monitoring of long-term trends, including the incremental cutting back of safety margins
and resources

e active monitoring and evaluation of remedial actions, including mechanisms for feeding back this
information into a cycle for continuous improvement

e that quantitative assessments and analyses, including of human reliability, use values derived
using verified, transparent methods that avoid subjective judgements

e that qualitative assessments, analysis and arguments establish clear criteria and apply consistent
methods so as to avoid subjective judgements

e comparative assessments which benchmark the organisation against equivalent (national or
international) organisations

The ability to learn

The ability to learn involves taking stock of past events, generating insights and lessons learnt, and
understanding and leveraging these lessons to improve systems. The effectiveness of learning is impacted
by which events are captured, how well they are analysed, and how meaningful the derived lessons are.
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Licence holders should demonstrate:

e clear and systematic principles to determine which events to investigate (including near-misses)

e sufficiency in resourcing to facilitate data collection, analysis and learning

e integration of lessons learnt (of both what did and did not go well) to drive improvements in
safety

e learning that is effective, timely, continuous and shared across the organisation

e learning facilitated by both internal self-assessments and, where appropriate, external
assessments

The ability to anticipate

The ability to anticipate involves forecasting for potential events, conditions, threats or opportunities that
may either benefit or hinder the safety and stability of systems. Furthermore, it involves making plans and
preparations to address them.

Licence holders should demonstrate:

e systems and arrangements (including resources) dedicated to the role of anticipating future
safety challenges

e regular reviews of potential future events that may impact upon safety, including human factors

e appropriate communication of anticipated future events and their safety impact to the wider
organisation

e developed plans and arrangements that address anticipated future events

This factor is relevant to: ‘ Reference:
ARPANS Regulations s57B, s58, s61
POCs(F) C6.1, C7.1,C7.2,C8.1, C9.4, C10, C11.1, C13, C14.5, C20, C22, C32.5,
C32.21, C32.22, 07, 08
GSR Part 2 5.2(e), Requirement 13 and 14
HSCM DM.4, WP.2, PI.
IBP IAEA GSR Part 7 Emergency Preparedness and Response
Hierarchy of Controls

The Hierarchy of Controls (HoC) is a sequential approach to managing risk, arranged from most to least
effective. Employing the highest level of control (elimination) is desirable and encouraged. However, this
may not always be practicable. In this case, subsequent levels of control should be implemented. Effective
protection will often involve the deployment of multiple controls across the hierarchy, with resources
prioritised for controls higher in the hierarchy (e.g. engineering controls such as interlocks must be
supported by maintenance and inspections procedures to effectively manage safety).

Selecting which controls to deploy will require a thorough understanding of the people performing the
work, the technologies they use, and the environment within which they operate. Importantly, controls
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must be visible and well understood by workers to be effective. Otherwise, they are routinely violated and
often fail.

Elimination Physically remove the hazard

Substitution , : Replace the hazard

Engineering controls Isolate people from the hazard

Administrative
controls

Change the way people work

PPE “L% Protect the worker with Personal
> Protective Equipment

Figure 13: The hierarchy of controls demonstrates the various ways in which risk can be mitigated

Licence holders should demonstrate:

e robust assessments that identify hazards across the organisation

e processes for determining controls including the consideration of multiple options

e justification for the controls selected, including combinations of controls across the hierarchy

e appreciation for human aspects when selecting, designing, implementing and maintaining
controls

e implementation of controls and that they are being used effectively across the organisation

e that workers are aware of, and understand, the controls that are in place and what they protect
against

e routine evaluations of the effectiveness of controls, and action taken to address outcomes

This factor is relevant to: ‘ Reference:
POCs(F) C6.3, C9.1, C9.5, C13.10, C17.1, C19, C37.1
AUS/INT STDs ISO 45001:2018

User-centred design

User-centred design (UCD) places the end user at the centre of the design process. This helps designers
understand (and design to) the needs of the end user, the work they do, and their work environment.
Safety can degrade when design does not appropriately account for the real-life use cases of end users. For
example, having touchscreen equipment in a lab where workers are wearing protective gloves, rendering
the touchscreen unusable. UCD addresses this by encouraging users to participate in the design process
upfront, thus helping protect systems from the threats of traditional design methods.
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Licence holders should demonstrate:

e ashared understanding across the workforce of the principles of good and poor UCD, and their
implications for safety

e application of UCD principles in the design of systems, equipment, tools, tasks and the physical
work environment

e application of inclusive design practices within a UCD approach

e regular reviews of systems to ensure they remain user-centred and meet the current needs of

end users
This factor is relevant to: ‘ Reference:
POCs(F) C6.2,C7.1,C17.2,C17.3,C21.10
GSR Part 2 2.2a,2.2b, 5.2d
AUS/INT STDs ISO 9241-220:2019
Security

Security is an essential part of safety, where any controlled source, apparatus or facility can only be
considered safe if it is also secure.

Security Integration

Security concerns the implementation of systems and a culture which supports:

Personnel security Information security Physical security
Individuals accessing government Systems are developed and Physical protections are afforded
resources have appropriate operated to maintain the to an organisation’s functions and
honesty, trustworthiness, confidentiality, integrity and resources, including their staff,
maturity, tolerance and loyalty. availability of information information, assets and clients.

The common aim for these different forms of security is to mitigate the potential harm caused intentionally
by bad actors, or inadvertently by good actors, to themselves or others.

Nuclear Security Culture

Nuclear security culture refers to the assembly of characteristics, attitudes and behaviours of individuals,
organisations and institutions, which serve to support and enhance nuclear security. Whilst safety culture
and security culture share common goals, security culture places additional emphasis on deliberate acts
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that are intended to cause harm. For this reason, a different set of attitudes and behaviour are required to
establish a good security culture.

Safety-Security Intersection

At times, safety and security may be competing priorities. To ensure safety remains the overriding priority,
without jeopardising security, it is important to understand and manage where safety and security
intersect.

Licence holders should demonstrate:

e consideration and integration of security in policies, processes, procedures and practices, without
negatively impacting safety

o effective security measures to meet the requirements of personnel security, including in
recruitment

o effective security measures to meet the requirements of information security

o effective security measures to meet the requirements of physical security

e astrong security culture that is supported by all individuals and leadership, with appreciation for
the different focuses of safety and security culture

e identification and management of the intersecting priorities of safety and security

This factor is relevant to: ‘ Reference:

ARPANS Regulations s57c¢

POCs(F) Cl1.6,C2.2,C4.1, C10.2, C29, O6
GSR Part 2 4.10, 4.15b, 5.2h

HSCM Pl.1

IBP ARPANSA RPS No. 11

For more information, see ARPANSA’s Radiation Protection Series No. 11 Code of Practice for the Security of
Radioactive Sources (2019) and the Plans and Arrangements for Managing Safety Regulatory Guide.
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Glossary

Note: Definitions for each factor included in this Guide are provided at the beginning of their respective
sections.

Accountability
Being answerable for safety outcomes due to holding ownership over a system and its risks.

Contractor
A worker who is external to the licence holder’s organisation, but who performs work on behalf of the
licence holder.

Constraint
Any system element that imposes limits on other parts of the system. These limits could be on resourcing,
finances, time, radiation dose, etc.

Continuous improvement
The ongoing process of identifying, analysing, and making incremental improvements to systems,
processes, procedures, and practices.

Control
An element of, or change in, design which intends to eliminate or mitigate the risk of adverse events.

Coupling

The degree of interdependence that exists between system elements. Tight coupling between system
elements may allow for cascading failures through the system. Loose coupling may reduce control over the
system.

Graded approach
An approach where the scale of actions taken is proportional to the significance of the risk

Holistic safety/holistic approach
A best-practice approach which considers technical, human and organisational factors, including how
factors interact and the relationships between them.

Incidents, near misses and deviations
Incident - the Regulations state that an “incident means:

(a) any unintended event, including an operating error, equipment failure, initiating event, accident
precursor, near miss or other mishap; or

(b) any unauthorised act, whether or not malicious;
the consequences or potential consequences of which are not negligible.”

Near miss - an incident in which no harm was done to individuals or the environment, but where these
consequences were narrowly avoided due to controls failing, or not being present.

Regulatory Guide — Holistic Safety
v.2 ARPANSA-GDE-1753 39 of 45

OFFICIAL



OFFICIAL

Deviation - Any circumstance which results in a departure from normal conditions. A deviation may or may
not result in an incident. For example, an authorised departure from procedure which results in no adverse
consequences is still considered a deviation.

Heuristics
Mental short-cuts or rules of thumb which are less cognitively demanding but may oversimply a situation or
event.

Intelligent Customer

The capability of the organization to have a clear understanding and knowledge of the product or service
being supplied. The ‘intelligent customer’ concept relates mainly to a capability required of organizations
when using contractors or external expert support.

Management system
The systems, tools and processes that allow for effective record-keeping, information availability and
quality assurance, particularly during periods of development and change.

Performance
The extent to which a person is capable of carrying out a task or process safely and successfully.

Safety
Safety is the ability to perform work in varying, unpredictable environments without causing harm. This is
demonstrated by the presence of defences, not the absence of accidents.

System
A set of dynamically interacting elements. These elements include technologies, organisational structures
and people.

This guide refers to multiple systems.

Systems-thinking

An approach which considers systems as a whole and emphasises the interactions and relationships
between elements of the system. This often involves the consideration of a hierarchy which groups system
elements in to work design, frontline staff, management, the organisation, and external elements
(including government, regulators and the public).

Work-as-done
The way in which work is actually performed, rather than the way it is expected to be done when planning
(work-as-planned).
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